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David Basin

OS(oprerating system) DARMA

PROMELA (PROcess MEta

LAngage) SPIN

We report on a case study in applying formal methods to model and validate a digital signature system. We

uses PROMELA (PROcess MEta LAnguage) to model the system implemented on top of DARMA which

enable two different operating systems to work on the same computer simultaneously. Afterwards, we use

the Spin model checker to validate integrity properties. We descrive here our modeling approach and the

benefits gained from our analysis.
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Windows 2000†1)
2 OS ( Linux†2)
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2 OS “Linux-side module”
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“Access controller”

“Session manager” 2

1 OS
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AuthenticateUserW

ID

2. GenerateSigna-

tureW

3.

LogoutW

Windows-side module

DARMA 2 OS

†1 Microsoft Windows

Microsoft Corp.

†2 Linux Linus Torvalds

Parameters

Input:

username: sent by AuthenticateUserW through

Darma.

password : sent by AuthenticateUserW through

Darma.

Output:

SessionID : If user authentication is successful,

then SessionID > 0, otherwise SessionID ≤ 0.

Details

1. Calculate hash value of password using Key-

mate/Crypto API. If successful, go to step 2, other-

wise set SessionID to CrypotErr (≤0) and return.

2. Authenticate user using the function Authentica-

teUser of Access Controller.

3. Output SessionID returned by AuthenticateUser.

3 Interface Description for

AuthenticateUserL
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1 The Signature Architecture

AuthenticateUser
Access control
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2 The Access Controller and Session Manager Modules
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as_regist

as_check

as_free

LinuxSideModuleWindowsSideModule Darma

wd

dw

SessionManagerAccessController

dl_auth

ld_auth

dl_gensig
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dl_logout
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sa_free

4 Modules and Channels

1 proctype Darma() {

2 byte username, password, sessionID, signature, dummy;

3 bit result, message_hash;

4

5 do

6 :: wd?AuthUser,username,password

7 ->

8 dl_auth!username,password;

9 ld_auth?sessionID;

10 dw!AuthUser,sessionID

11

12 :: wd?GenSig,sessionID,message_hash

13 ->

14 dl_gensig!sessionID,message_hash;

15 ld_gensig?signature;

16 dw!GenSig,signature

17

18 :: wd?Logout,sessionID,dummy

19 ->

20 dl_logout!sessionID;

21 ld_logout?result;

22 dw!Logout,result

23 od }

5 DARMA

DARMA DARMA

Windows-side module

wd

1 AuthUser

(6 ) GenSig (12 ) Logout

(18 )

2 OS AuthenticateUserL

GenerateSignatureL LogoutL

wd 1

AuthUser DARMA Authen-

ticateUserL dl auth

username,password (8 )

ld auth sessionID

(9 ) sessionID Windows-side

module

dw windows-side module (10 )
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MAX_Bad_Password (=3)

MAX_Good_Password (=2)

MIN_Good_Password (=1)

Attacker can use these passwords

MAX_Bad_SessionID (=3)

MAX_Good_SessionID (=2)

MIN_Good_SessionID (=1)

Attacker can guess only bad sessionIDs

Password

MIN_Bad_Password = MAX_Good_Password+1

MIN_Bad_SessionID = MAX_Good_SessionID+1

SessionID

Bad Password

Bad SessionID

Good SessionID

Good Password

6 Modeling Passwords and Session

Identifiers

2.

3.
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5. ID

ID

6. ID
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ID)

( )

{MIN username, . . .,

MAX username}

ID

ID

ID

6 ID

1 proctype WindowsSideModule_Normal() {

2 byte username, password, sessionID, message, message_hash,

signature, result;

3

4 setrandom(username, MIN_Good_Username, MAX_Good_Username);

5 setrandom(password, MIN_Good_Password, MAX_Good_Password);

6

7 do

8 :: wd!AuthUser,username,password;

9 dw?AuthUser,sessionID;

10

11 setrandom(message, MIN_Message, MAX_Message);

12 message_hash = Hash(message);

13

14 wd!GenSig,sessionID,message_hash;

15 dw?GenSig,signature;

16

17 wd!Logout,sessionID,0; /* second argument ’0’ is dummy */

18 dw?Logout,result

19 od}

7 User Model
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4,5
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9 ID
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1 proctype WindowsSideModule_Attacker() {

2 byte username, password, sessionID, signature, dummy, result;

3 bit message_hash;

4

5 setrandom(username, MIN_username, MAX_username);

6 setrandom(message_hash, MIN_Message_Hash, MAX_Message_Hash);

7 setrandom(password, MAX_Good_Password, MAX_Bad_Password);

8 setrandom(sessionID, MIN_Bad_SessionID, MAX_Bad_SessionID);

9

10 do /* Attacker calls these three functions in any order */

11 :: wd!AuthUser,username,password;

12 dw?AuthUser,sessionID

13

14 :: wd!GenSig,sessionID,message_hash;

15 dw?GenSig,signature

16

17 :: wd!Logout,sessionID,dummy;

18 dw?Logout,result

19

20 /* Or, Attacker guesses the following values */

21 :: setrandom(username, MIN_username, MAX_username)

22 :: setrandom(message_hash, MIN_Message_Hash, MAX_Message_Hash)

23 :: setrandom(password, MAX_Good_Password, MAX_Bad_Password)

24 :: setrandom(sessionID, MIN_Bad_SessionID, MAX_Bad_SessionID)

25 od}

8 Attacker Model

Hash

(

)

ID

14 DARMA wd

9 ID 12

2 OS

ID

17,18 ID

8 PROMELA

(5,6

) 6

(Max Good Password)

(7

) ID
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do/od loop

1 :: dl_auth?username_LINUX,password

2 -> password_hash = Hash(password);

3 if

4 :: (password_hash <= 0) -> sessionID_LINUX = HashFunctionErr;

5 goto DONE_AuthL

6 :: else

7 fi;

8

9 la_auth!username_LINUX,password_hash;

10 al_auth?sessionID_LINUX;

11

12 DONE_AuthL:

13 ld_auth!sessionID_LINUX

9 AuthenticateUserL

3. 4

PROMELA

16
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9 PROMELA Authentica-
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3
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(9,10 )

ID (13 )
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1 init {

2 run WindowsSideModule_Normal();

3 run WindowsSideModule_Attacker();

4 run Darma();

5 lsm = run LinuxSideModule();

6 run AccessController();

7 run SessionManager()}

10 Initialization Process

Step 1 “If [hash value calculation

is] successful, go to Step 2 . . . ”

“successful”

success

0

HashFunctionErr

3. 5

Windows-side module

2

( 10)

lsm

LinuxSideModule

4

SPIN

SPIN

PROMELA

(

[16] ) SPIN

SPIN

2. 3 3

1

1

ID

UAS(uname,sID) uname

ID sID

GHSS(sID)

ID sID( 0 )

PROMELA

#define UAS(uname,sID) (LinuxSideModule[lsm]@DONE_AuthL

&& username_LINUX == uname && sessionID_LINUX == sID)

#define GHSS(sID) (LinuxSideModule[lsm]@DONE_GensigL

&& signature_LINUX > 0 && sessionID_LINUX == sID)

( @ )

∃s : session.GHSS (s) before ∃u : user .UAS(u, s) .

(1)

(LTL)

1 “before” LTL

LTL “until”(U
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) A before B (¬B) U A

(i.e. A B
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)

∃s : session. (¬∃u : user .UAS(u, s)) U GHSS(s) .

(2)

2 2
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)

SPIN

450 MHz UltraSparc II workstation

2 SPIN

2,000

7,000 2

5

1

PROMELA 647

3. 3

[3]

data-independence [7] [14]

ID

3

[ 1 ] Chan, W., Anderson, R. J., Beame, P.,

Burns, S., Modugno, F., Notkin, D., and Reese,

J. D.: Model checking large software specifica-

tions, IEEE Transactions on Software Engineering,

Vol. 24,No. 7(1998), pp. 498–520.

[ 2 ] Clarke, E., Grumberg, O., and Peled, D.: Model

Checking, The MIT Press, 1999.

[ 3 ] Easterbrook, S., Lutz, R., Covington, R., Kelly,

J., Ampo, Y., and Hamilton, D.: Experiences using

lightweight formal methods for requirements mod-

eling, IEEE Transactions on Software Engineering,



84 ( 84 )

Vol. 24,No. 1(1998), pp. 4–14.

[ 4 ] Holzmann, G. J.: The Model Checker SPIN,

Software Engineering, Vol. 23,No. 5(1997), pp. 279–

295.

[ 5 ] Holzmann, G.: Design and Validation of Com-

puter Protocols, Prentice-Hall, 1991.

[ 6 ] Jackson, D. and Sullivan, K.: COM revisited:

tool-assisted modelling of an architectural frame-

work, ACM SIGSOFT Symposium on Founda-

tions of Software Engineering, ACM Press, 2000,

pp. 149–158.

[ 7 ] Lowe, G.: Towards a Completeness Result for

Model Checking of Security Protocols, PCSFW:

Proceedings of The 11th Computer Security Foun-

dations Workshop, IEEE Computer Society Press,

1998, pp. 96–105.

[ 8 ] Lowe, G.: Breaking and fixing the Needham-

Schroeder Public-Key Protocol using FDR, Proceed-

ings of TACAS’96, LNCS 1055, Springer, Berlin,

1996, pp. 147–166.

[ 9 ] Magee, J., Kramer, J., and Giannakopoulou, D.:

Analysing the behaviour of distributed software ar-

chitectures: a case study, Proceedings of 6th IEEE

Workshop on Future Trends of Distributed Com-

puter Systems (FTDCS ’97), IEEE Computer So-

ciety, 1997, pp. 240–245.

[10] McMillan, K.: Symbolic Model Checking: An

Approach to the State Explosion Problem, Kluwer

Academic Publishers, 1993.

[11] Meadows, C.: The NRL protocol analyzer:

an overview, Journal of Logic Programming,

Vol. 26,No. 2(1996), pp. 113–131.

[12] Mitchell, J. C., Mitchell, M., and Stern, U.: Au-

tomated analysis of cryptographic protocols using

Murphi, Proceedings of IEEE Symposium on Secu-

rity and Privacy, 1997, pp. 141–153.

[13] Paulson, L. C.: The inductive approach to veri-

fying cryptographic protocols, Journal of Computer

Security, Vol. 6(1998), pp. 85–128.

[14] Roscoe, A. W. and Broadfoot, P. J.: Proving

Security Protocols with Model Checkers by Data

Independence Techniques, Journal of Computer Se-

curity, Vol. 7,No. 1(1999), pp. 147–190.

[15] Sousa, J. P. and Garlan, D.: Formal modeling

of the Enterprise JavaBeansTMcomponent integra-

tion framework, FM’99 - Formal Methods, World

Congress on Formal Methods in the Development

of Computing Systems, Lecture Notes in Computer

Science, Vol. 1709, Springer, 1999, pp. 1281–1300.

[16] Vardi, M. and Wolper, P.: Automata-theoretic

techniques for modal logics of programs, Journal

of Computer and System Sciences, Vol. 32(1986),

pp. 183–221.

[17] Wing, J. and Vaziri-Farahani, M.: A Case Study

in Model Checking Software Systems, Science of

Computer Programming, Vol. 28(1997), pp. 273–

299.

[18] , , , ,

, : OS

DARMA , 59

, Vol. 1, , 1999, pp. 141–142.

[19] , : —

—, ,

Vol. 43,No. 8(2002), pp. 2381–2393.

[20] , , , ,

, : OS

DARMA , 59

, Vol. 1, , 1999, pp. 139–140.


